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PHISYCAL SECURITY AND ACCESS CONTROL 

 
1. Physical Security 
The ALPI premises, in which goods are deposited, kept and handled before shipment 
are adequately protected during opening hours, as well as during closing hours, to 
avoid the entry of any unauthorized persons that could tamper with the packaging of 
the goods and insert dangerous objects into the packages. 
The warehouses are Company owned and the goods that are stored for air, sea and 
land shipments are placed in specific assigned areas. 
The warehouses are equipped with doors, windows and appropriate entrances and 
some are adequately fitted with anti-intrusion systems. The areas that are used for the 
movement and storage of goods are defined; the external perimeter areas are fenced 
off and fitted with gates that are controlled both during entry and exit. During closing 
hours, ALPI undertakes to ensure protection with local Surveillance companies. 
The whole structure and entrances are adequately fitted with alarm systems that 
contain: 

 Internal volumetric detectors 
 CCTV 24h video cameras 
 Alarm system linked to the Operations Centre via radio 
 Anti-theft system 
 Fixed Access control station operated by ALPI Surveillance 

The transit and storage areas of the warehouse are defined and restricted (plan 
attached) and the external perimeters that are used for the transit of vehicles are 
fenced in and fitted with bars and gates that are controlled both in entry and exit by a 
stationary security system called the Access Control Station.  
ALPI arranges for protection with Surveillance Company: 

 during opening hours (from 8 a.m. to 6 p.m., from Monday to Friday), the ALPI 
Surveillance is in the Access Control Station; 

 during closing hours, the Surveillance Company patrol the facilities. 
 
2. Personnel Access 
The ALPI personnel is equipped with a name badge issued by Corporate Security that 
is not transferable to a third party. Such a badge is also given to other workers that are 
not employees of ours but work so continuously for us to be comparable to employees. 
Our Corporate Security office has an updated list of these workers. Each person 
having the badge has access only to the areas and offices of their responsibility. 

 
3. Visitor Access 
The visitors that intend to access the ALPI structures must be registered both when 
entering and when exiting, on the Access Control Log Book. 
 
4. Keys management 
The keys of the offices and warehouses are kept by their supervisors. Surveillance 
Company retains only the keys of the gates outside. 
In the absence of the supervisor, the keys are handed over to a replacement by 
completing the Keys Withdrawal and Return Log Book. 
 
5. Conclusions 
All of the ALPI personnel must follow the above preventive procedure and apply every 
phase of the Operative Procedure in the interest of the Company itself towards the 
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safeguard and the good of the company and of the entire supply chain, respecting the 
indications of the Security Standards C-TPAT, AEO-F and ENAC. 
 

 LOADING AND UNLOADING PROCEDURES, 
CONTAINER SECURITY AND SEALS MANAGEMENT 

 
1. Introduction 
The present Procedures acknowledge the Protocol Indications:  

 C-TPAT: Seminar 2010-2014 “Developing a Security Training and Awareness 
Program”; 

 C-TPAT Revalidation Report 2012 

 AEO: Proposed Revision of the AEO-F profile 2014 
and constitute an update of the ALPI General Security Guide Lines and specifically 
describe the conduct that the operators must comply with in the loading and unloading 
area of the goods, when delivering or collecting the goods and for seal management 
respecting the indications of the Security Standards C-TPAT and AEO-F.. 

  
2. Objective 

The purpose of this text is to instruct every individual who works in the ALPI Group in 

the sectors of collection and delivery of merchandise to always be on the alert in 

respect of the risks that they are constantly running with a view to avoiding them as 

much as possible. 
 

3. Internal precautions 
In order to avoid the perpetration of crimes, firstly it is important: 
1. To consult the present Company documentation that attests the operative conduct 

and traceability (reconstruction of the route) of the cargo and of the seals; 
2. To verify the attention and shrewdness of the ALPI personnel when carrying out 

the security procedures and for the verification of the data written on the 
documents. 

 
3. Procedural security and detecting irregularities 

The ALPI personnel that operates in the areas of storage and handling of the goods 

respects the company procedures to ensure the integrity and security of processes 

relevant to the transportation, handling, and storage of cargo in the supply chain. 

 Shipping and receiving  

 Cargo Discrepancies 
 
5. Container and trailer Security 
Container and trailer integrity must be maintained to protect against the introduction of 
unauthorized material and /or persons. In ALPI, in the loading areas procedures must 
be in place to properly seal and maintain the integrity of the containers and trailers. A 
high security seal must be affixed to all loaded containers and trailers bound for the 
U.S. All seals must meet or exceed the current PAS ISO 17712:2013(E) new 2014 
standard for high security seals. 

 Container inspection 

 Trailer and tractor inspection 

 Seals for containers and trailers 

 Entry and Exit of the seals  

 Container/trailer/seal tampering 

 Storage of containers and trailers 
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6. Operational procedures when detecting suspicious, prohibited or dangerous 
objects 
When there is evident visual detection of sensitive or dangerous goods, the operator of 
the warehouse must immediately inform the Corporate Security Manager and ascertain 
the documents that must specifically indicate the contents of the goods, correspond to 
the type of goods being shipped. 
 
7. Security rules for carriers 
Carriers are required to respect the Highway Code, the fundamental rules to 
prevent theft or damage during stops and the International Laws about the 
prevention of illegal immigration and the prevention against terrorism. 
The carriers have to ensure the security and integrity of the goods during transport. 
Furthermore, the carrier should not leave the vehicle unattended and should not make 
stops outside the service areas. In any case, once returned to his vehicle, he must 
check the security of the cargo and the integrity of the seals and inform ALPI if he 
finds evidence of tampering. 
 
8. GPS 
Some drivers have GPS in their cabs and can be reached and monitored from their 
own Company. When needed, ALPI can ask their Company to see the route and the 
stops that the drivers have done. 
 
9. Conclusions 
All ALPI personnel must follow these preventative procedures and implement them at 
every stage in the interest of the Company itself towards the safeguard of the good of 
the company and of the whole supply chain respecting the security standard 
procedures C-TPAT and AEO. 

 
PERSONNEL SECURITY 

 
1. Introduction 
ALPI General Security Guide Lines and specifically describe operative phases that 
characterize the management of personnel with respect to the indications of the 
Security Standards C-TPAT, AEO-F and ENAC. 

 
2. Objective 

The purpose of this text is to instruct every individual who works in the ALPI to always 

be alert with respect to the risks he/she is constantly running with a view to avoiding 

them as much as possible. 
 

3. Pre-employment Verification 
For security purposes, the data supplied in the employment application, such as 
previous working experiences and references are checked before proceeding with 
hiring.  
 
4. Background checks / Investigation 
The checks and investigations of the background of new potential employees and of 
the employees that have already been hired can only be carried out in compliance 
with the law regulations. 
 
5. Sub-contractors - Screening procedures 
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ALPI requires its sub-contractors to undergo the same screening procedures as its 
employees: previous working experiences and references are checked before 
proceeding with agreement. 
 
6. Procedures for the termination of a working relationship or for the removal of 
personnel.  
The removal procedures are outlined by Company Management and communicated to 
the Personnel Office.  

 
7. Conclusions 
The ALPI personnel must confirm every stage of the operative chart and apply them in 

each phase in the interest of the company itself towards the safeguard and good of 
the company within the entire supply chain, respecting the indications of the security 

standards C-TPAT and AEO.  
 

 BUSINESS PARTNER REQUIREMENTS 
 

1. Introduction 
The selection of business partners, including carriers, producers and suppliers is 
carried out respecting the documented and verifiable procedures. 
All the business partners of ALPI must meet C-TPAT security criteria. Specifically all 
the carriers that effect shipments bound for the United States are C-TPAT certified or 
meet the needs of the above-mentioned certification.  
ALPI works with its business partners to ensure that the security procedures and the 
inspections are implemented throughout its supply chain. 
 
2. Security Questionnaire 
ALPI sends to all its business partners the following letter and the attached 
questionnaire (on web site). 
 

IT SECURITY  
 
 
1.Introduction 
The increasing diffusion and fractioning of the information technology within a 
company’s activities at the level of administrations terminals and personal computers 
has given a new dimension to the problem of prevention and protection against risks 
on the integrity, privacy and availability of the information (IT Security). 
This policy is inspired by the strategic connotation of security in all its aspects that is 
present within ALPI.  
ALPI intends to sensitize and decisively enact its own technical-organizational policy 
with the intent of reducing the margin of risk for the correct and safe progress of all 
the company activities  
ALPI’s policy on one hand is aimed at updating internal operators through the 
consultation of security experts and on the other hand tends to develop qualitative 
relationships with their suppliers based on the security features to adopt for every 
service carried out and product supplied. 
 
 


