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Customs Trade Partnership Against Terrorism (CTPAT) 

 
Through this program, CBP works with the trade community to strengthen international 
supply chains and improve United States border security. CTPAT is a voluntary public- 
private sector partnership program which recognizes that CBP can provide the highest 
level of cargo security only through close cooperation with the principle stakeholders of 
the international supply chain such as importers, carriers, consolidators, licensed 
customs brokers, and manufacturers. The Security and Accountability for Every Port Act 
of 2006 provided a statutory framework for the CTPAT program and imposed strict 
program oversight requirements. 

 

A Growing Partnership 

From its inception in November 2001, CTPAT continued to grow. Today, more than 
11.400 certified partners spanning the gamut of the trade community, have been 
accepted into the program. The partners include U.S. importers/exporters, U.S./Canada 
highway carriers; U.S./Mexico highway carriers; rail and sea carriers; licensed U.S. 
Customs brokers; U.S. marine port authority/terminal operators; U.S. freight 
consolidators; ocean transportation intermediaries and non-operating common 
carriers; Mexican and Canadian manufacturers; and Mexican long-haul carriers, all of 
whom account for over 52 percent (by value) of cargo imported into the U.S. 

How CTPAT works 

When an entity joins CTPAT, an agreement is made to work with CBP to protect the 
supply chain, identify security gaps, and implement specific security measures and best 
practices. Applicants must address a broad range of security topics and present security 
profiles that list action plans to align security throughout the supply chain 
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C-TPAT ALPI Customs Brokers Inc 
Supply Chain Security Profile Overview 

 
ALPI Customs Brokers Inc follow C-TPAT (Customs Trade Partnership Against Terrorism) 
best practices. All employees receive training and go through guidelines issued by the 
United States Customs and Border Protection group. We are very committed to ensuring 
the physical safety of all employees and to increase our approach to heightened security 
issues in every facet of our business. Our comprehensive and detailed Security Plan is 
the foundation to enhance the companies safety & security program by complying with 
C-TPAT criteria. 

Main Points of the C-TPAT Program 
 
 

 

 

 
1. Highway Carrier Security 

ALPI Customs Brokers Inc, institutes effective security practices by following the 
guidelines expected of a C-TPAT member. Our customers understand our focus on theft, 
risk of loss, terrorist intrusion and smuggling that could potentially bring dangerous 
goods into the supply chain. 

This Supply Chain Security Profile outlines the key objectives in following CTPAT 
protocol. Our goal is to assure all Security Procedures are effectively being executed 
within our company and our business partners. We understand that all procedures and 
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compliance measures must be documented. ALPI Customs Brokers Inc completes 
internal audits along with auditing our business partners. 

2. Business Partner Requirements 

CTPAT Members engage with a variety of business partners, both domestically and 
internationally. For those business partners who directly handle cargo and/or 
import/export documentation, it is crucial for the Member to ensure that these business 
partners have appropriate security measures in place to secure the goods throughout 
the international supply chain. 

 Screen new business partners
 Being a valid member of the CTPAT Program or Authorized Economic Operator 

(AEO) with a Mutual Recognition Agreement (MRA) with the United States.
 Exercise due diligence and confirm outsourced partners are also screened.
 Working with Cargo carriers which either have CTPAT or meet the minimum 

requirements

We receive written verification of security guidelines and include this in contracts where 
applicable. Periodic reviews will take place to assure the C-TPAT security guidelines have 
been implemented and followed. 

3. Security and Procedures 

Written procedures to assure C-TPAT security best practices are in place. ALPI Customs 
Brokers Inc also screens our business partners for compliance to the C-TPAT security 
requirements. ALPI Customs Brokers Inc obtains business partners certification number 
if they are C-TPAT certified. 

Procedural Security encompasses many aspects of the import-export process, 
documentation, and cargo storage and handling requirements. Other vital procedural 
criteria pertain to reporting incidents and notification to pertinent law enforcement. 
Additionally, CTPAT often requires that procedures be written because it helps maintain 
a uniform process over time. Nevertheless, the amount of detail needed for these 
written procedures will depend upon various elements such as a company’s business 
model or what is covered by the procedure. 
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 When cargo is stored overnight, secure measures must be taken to prevent 

unauthorized access.
 Cargo/shipping containers must be inspected for pest continuously.
 Loading and unloading must be supervised by a manager or security staff member
 There must be procedures in place for properly manifesting product being shipped.
 Brokers or agents must verify BOLs/Manifest are properly recorded and accurate.

 
 

4. Physical Access Controls 

ALPI Customs Brokers Inc works to prevent unauthorized entry to trucks, trailers and 
facilities. We identify employees, visitors, service providers, and vendors at all points of 
entry. A log will be maintained showing the presence of all people on the facility. 
Employees and service providers will only have access to those areas of a facility where 
they have legitimate business. Visitors will be escorted on company facilities. Drivers 
must provide manifest or pick up numbers upon arrival. Drivers are not allowed on the 
dock where products are being loaded. Designated driver areas are available and 
procedures are in place to remove unauthorized people. 

 Identification badges and special keys to access the facility/offices.
 Drivers delivering packages must be identified before delivering.
 Visitors must be screened and show identification.
 Using security guards and having written policies for this.

 

5. Personnel Security 

A company’s human resource force is one of its most critical assets, but it may also be 
one of its weakest security links. The criteria in this category focus on issues such as 
employee screening and pre-employment verifications. Many security breaches are 
caused by internal conspiracies, which is where one or more employees collude to 
circumvent security procedures aimed at allowing an infiltration of the supply chain. 
Therefore, Members must exercise due diligence to verify that employees filling 
sensitive positions are reliable and trustworthy. Sensitive positions include staff working 
directly with cargo or its documentation, as well as personnel involved in controlling 
access to sensitive areas or equipment. Such positions include, but are not limited to, 
shipping, receiving, mailroom personnel, drivers, dispatch, security guards, any 
individuals involved in load assignments, tracking of conveyances, and/or seal controls. 
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 Pre-Employment Verification – Verify employment history and references for all 
applicants.

 Background Checks/Investigations – Background checks and investigations will be 
conducted for prospective employees. Periodic checks will be performed based on 
cause or employee’s position in the company.

 Personnel Termination Procedures – Identification, facility, and system access will 
be removed immediately when an employee is terminated.

 
6. Physical Security 

Procedures are in place to prevent or deter unauthorized personnel from gaining access 
to our facilities and trailers. 

 Fencing – At our corporate facility and container yard eight foot fencing with three 
strands of barb wire enclose the entire premise. Fencing is regularly inspected for 
damage. The entrance into this area is gate controlled.

 Parking – Private passenger vehicles are prohibited from parking in close 
proximity to parking and storage areas for tractors and trailers.

 Building Structure – Buildings are constructed of concrete block and metal. 
Buildings are inspected and maintained.

 Locking Devices and Key Controls – The facilities, gates and fences are secured 
with locking devices. Management controls the distribution of all locks and keys, 
including the locks and keys for tractors. When parked in the yard, doors to 
tractors are locked and windows are closed.

 Lighting – The entrances and exits along with the parking and storage areas for 
tractors and trailers have very good lighting. Defective lights are quickly 
recognized and replaced.

 Alarms Systems & Video Surveillance Cameras – All doors are alarmed and 
monitored by (EPS) a local security company. Video cameras record activities 
outside and within the buildings.

 Security  Training  and  Threat  Awareness –  All  ALPI  Customs  Brokers 
Inc employee’s and owner operators have received: general awareness training, 
function-specific training, safety training, security and awareness training and in 
depth security training. Everyone is aware of the emergency contacts in case they 
are involved or have suspicious thoughts of terrorism. Quarterly meetings take 
place to discuss safety and security. All employees and owner operators will 
receive additional training to recognize various threats of terrorism and to assure 
we comply to the C-TPAT guidelines.



C-TPAT ALPI Customs Brokers Inc Supply Chain Security Profile Overview – Update 2025 

 

 

  
 

7. Conveyance and Instruments of International Traffic Security 

Smuggling schemes often involve the modification of conveyances and Instruments of 
International Traffic (IIT), or the hiding of contraband inside IIT. This criteria category 
covers security measures designed to prevent, detect, and/or deter the altering of IIT 
structures or surreptitious entry into them, which could allow the introduction of 
unauthorized material or persons. 

 

 
 Cargo/Trucks, also known as Conveyances and Instruments of International Traffic 

(IIT) must be stored in a secure area to prevent unauthorized personnel.
 Must have written procedures for security and agricultural inspections
 Ensuring inspections are being carried out. See example:
 Alerting Business Partners of any threats to the shipmen

8. Seal Security 

The sealing of trailers and containers, to include continuous seal integrity, continues to 
be a crucial element of a secure supply chain. Seal security includes having a 
comprehensive written seal policy that addresses all aspects of seal security; using the 
correct seals per CTPAT requirements; properly placing a seal on an IIT, and verifying 
that the seal has been affixed properly. 
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 Must have a written high-security seal procedure.
 Control access to seals (Inventory, distributing, tracking (Seal log).
 Sealing each container sent to a CTPAT member.
 Seals used are the ISO 17712 (CTPAT Standard).
 Notifying CTPAT partners when seals are broken for inspection.

9. Agricultural Security 

Agriculture is the largest industry and employment sector in the U.S. It is also an industry 
threatened by the introduction of foreign animal and plant contaminants such as soil, 
manure, seeds, and plant and animal material which may harbor invasive and 
destructive pests and diseases. Eliminating contaminants in all conveyances and in all 
types of cargo may decrease CBP cargo holds, delays, and commodity returns or 
treatments. Ensuring compliance with CTPAT’s agricultural requirements will also help 
protect a key industry in the U.S. and the overall global food supply 

 ALPI Customs Brokers Inc has written procedures to prevent pest and to include 
wood compliance with the packing materials.

 ALPI Customs Brokers Inc respect International standards for Phytosanitary 
Measures.

10. Information & Technology Security 

In today’s digital world, cybersecurity is the key to safeguarding a company’s most 
precious assets – intellectual property, customer information, financial and trade data, 
and employee records, among others. With increased connectivity to the internet comes 
the risk of a breach of a company’s information systems. 

This threat pertains to businesses of all types and sizes. Measures to secure a company’s 
information technology (IT) and data are of paramount importance, and the listed 
criteria provide a foundation for an overall cybersecurity program for ALPI Customs 
Brokers Inc as C-TPAT Member. 

Cybersecurity is the activity or process that focuses on protecting computers, networks, 
programs, and data from unintended or unauthorized access, change or destruction. It 
is the process of identifying, analyzing, assessing, and communicating a cyber-related 
risk and accepting, avoiding, transferring, or mitigating it to an acceptable level, 
considering costs and benefits taken. 

 ALPI Customs Brokers Inc has written procedures on how to protect information 
technology (IT).
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 Having sufficient software to defend IT systems against threats (viruses, spyware, 
etc.)

 Regularly test IT for vulnerabilities and test for abuse of policies (Check cyber 
security annually)

 Restrict users or have certain user limited to access private company information.
 Having protection for remote access. Provide users usernames/passwords/VPNs

In ALPI Customs Brokers Inc, all computers are password protected. Servers are locked 
in a separate area in the main office. Servers are backed up on a daily basis and stored 
in a locked and fire protected safe. Employees are informed to change their passwords 
on a regular basis. A third party company monitors our computer systems and servers 
for any improper access or tampering. 

11. Education, Training and Awareness 

CTPAT’s security criteria are designed to form the basis of a layered security system. If 
one layer of security is overcome, another layer should prevent a security breach, or 
alert a company to a breach. Implementing and maintaining a layered security program 
needs the active participation and support of several departments and various 
personnel. One of the key aspects to maintaining a security program is training. 
Educating employees on what the threats are and how their role is important in 
protecting the company’s supply chain is a significant aspect to the success and 
endurance of a supply chain security program. Moreover, when employees understand 
why security procedures are in place, they are much more likely to adhere to them. 

 

 Establish a training and company atmosphere which focuses on safety and 
preventing threats to the work place.

 Conduct refresher trainings annually.
 
 
 

 


